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Claims 

What is claimed is: 

X An extremely secure method for a host processor to key a source content to a 
soutee storage medium to prevent use of an unauthorized copy of the source content 
comprising the host processor storing a fingerprinted content comprising the steps of: 

determining a source fingerprint from the source storage medium; 

combining the content to be secured with the source fingerprint to generate the 
fingerprinted content; and 

instructingdhe source medium to store the fingerprinted content. 

2. The extremely secure method of Claim 1 further comprising the step of a 
processor reading andVerifying the fingerprinted content, the reading and verifying 
step comprising the step!& of: 

instructing a local storage medium to read the fingerprinted content; 
separating the content to bV secured from the source fingerprint; 
requesting a local fingerprint ixom the local medium; and 
comparing the local fingerprint with the source fingerprint and in response to the 
comparison determining whether to use tlite source content. 

3. The extremely secure method of Claim\ wherein the step of requesting a source 
fingerprint further comprises: \ 

using an open protocol to request a secured communication from the source 
medium; \ 

identifying a physical, statistically unique, verifiable and relatively immutable 
characteristic (PSUVI) associated with the source mediunn 

generating at least one of encryption and decryption keys; 

returning the encryption key to the host processor; \ 

using the encryption key to convert the source content toW encrypted protocol; 

requesting from the source medium the PSUVI fingerprint characteristic; and 
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Vthe source medium responding to the host processor with the PSUVI fingerprint. 

4. Tnk extremely secure method of Claim 2 wherein the step of combining the 
source content with the source fingerprint to generate the fingerprinted source contents 
further comprises: 

creating k hybrid content to be secured by combining the content to be secured 
and the source fingteiprint; and 

encrypting tha fingerprinted source content with an encryption key. 
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10 5. The extremely secure method of Claim 2 wherein the step of requesting a local 
fingerprint from the local stVage medium further comprises the steps of: 

requesting from the loo^l storage medium a local fingerprint PSUVI 
characteristic; 

replying to the host processor with the local fingerprint PSUVI; and 
15 performing a secured verification orthe local fingerprint PSUVI. 

6. The extremely secure method of^laim 2 wherein the step of requesting a source 
fingerprint further comprises: 

using an open protocol to request a soured communication from the source 
20 medium; 

identifying a relatively mutable physical Attribute (Non-PSUVI) associated with 
the source medium; 

generating at least one of encryption and decryption keys; 
returning the encryption key to the host processor; 
25 using the encryption key to convert the source content to an encrypted protocol; 

requesting from the source medium the non-PSU\Q fingerprint characteristic; and 
the source medium responding to the host processo^with the non-PSUVI 
fingerprint. 
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A The extremely secure method of Claim 2 wherein the step of requesting a local 
fingerprint from the local storage medium further comprises the steps of: 

\ requesting from the local storage medium a local fingerprint non-PSUVI 
characteristic; 

replying to the host processor with the local fingerprint non-PSUVI; and 
performing a secured verification of the local fingerprint non-PSUVI. 

8. An extremeiy secure system to prevent use of an unauthorized copy of a source 
content on a storage medium comprising: 

a host processor; andv 

a storage medium, the storage medium comprising a storage medium processor, a 
host processor interface, avservo system, a read/write system, one or more storage 
disks, and an attribute detectbr to read a PSUVI characteristic from the one or more 
storage disks to use by the hosrsprocessor to encrypt a content to be secured. 

9. An extremely secure system to Ve vent use of an unauthorized copy of a source 
content on a storage medium comprising\ 

a host processor; and \ 

a storage medium, the storage medium coVprising a storage medium processor, a 
host processor interface, a servo system, a readyWrite system, one or more storage disks, 
and an attribute detector to read a non-PSUVI characteristic from the one or more storage 
disks to use by the host processor to encrypt a content to be secured. 

10. An extremely secure fingerprinted content of a storage medium, wherein the 
fingerprinted content comprises a content to be secured cWbined with a fingerprint 
generated from a PSUVI characteristic of the storage medium. 
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H. Amextremely secure fingerprintedcontenti}^ 

fingerprintedVontent comprises a content to be secured combined with a fingerprint 
generated fronrfc non-PSUVI characteristic of the storage medium. 
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